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Pharmaceutical-Net and Electronic Signatures Conformity

Introduction

This technical note is released to identify the application of 21CFR part 11 Electronic Records; Electronic Signatures to the Pharmaceutical NET software product.  It shall identify those elements of the final ruling which are applicable to PMS software.

21 CFR Part 11

Section
Ruling
Conformance

Subpart A – General Provisions

11.1
Scope.  Defines the scope of the ruling
PMS agree to the intentions of the ruling

11.2
Implementation.  Records can be maintained in electronic format and submitted to the FDA providing that the rules of 21CFR are followed
This element of the ruling applies to system end users as PMS do not themselves submit documentation for approval directly to the FDA

11.3
Definitions.  Defines the terms, which are used in the correspondence with the FDA.  This essentially is a glossary.
No comments posted

Subpart B – Electronic Records

11.10
Describes the controls of closed systems.  A closed system is one, which can only be accessed by controlled persons.  The measures that should be undertaken to prove control are:
Pharmaceutical-Net are closed systems.  All data, which is contained within the programme, is not exported to any third party application for data manipulation.  All data, which is collected and archived within the application is only, reported through the application.  The exporting of data across a network system is only reported through a network version of the supplied application.


a.  Validation of the system
The system uses a paradox Borland database.  The data files generated within the application can only be read through this supplied package and its internal configuration.  The System also installs into the Windows environment the sub-directory pms_comm running a language set for the PMS application, offering differentiation from other Borland databases.


b. Generation of paper copies from electronic report files

Archiving
The data produced in printed format exactly replicates the on screen window for all types of generated reports.  The only difference in display is via the printer paper settings of ‘landscape’ or ‘portrait’.


c. Protection of files 
The files are stored on the C drive under a data directory.  These files can be accessed to authorised users only.  The authorisation is defined in the security settings within the application.   The files are not read or write protected.  It is therefore advised that the data be archived regularly to a permanent media such as a CD read/write drive (CD/R).  The files to normal system users are NOT accessible and access is only through Windows Explorer functions and only if those functions are authorised. 


d. limiting system access to authorised users
The system is fully protected through an internal password protection program.  Any system user must log on to be able to access functions, which have been designated as requiring secure access. 


e.  Time stamping and audit trails
All system alarms, log in/out, configuration changes, shutdown/restart events and activities are recorded and stored for report in the system event log files.


f. Testing to prove control
This is a customer activity


g. System limited to authorised users
The system is fully protected through an internal password protection program.  Any system user must log on to be able to access functions, which have been designated as requiring secure access. 


h.  Checks to validate the source of data
This is a customer activity.  However the data in the database files can be traced through the configuration to the Pharmaceutical-NET application.


i. Training of system users
PMS offers full training to all system users.  The training is performed at customer sites and covers all facets of the monitoring system, including sampling philosophies, hardware and software.


j.  Policy to enforce electronic signatures are legally binding
This is a customer activity


k.  Appropriate controls over documentation.  Distribution of documents; revision and change control
This is a customer activity

11.30
Data encryption for open systems. An open system has limited/no control over user interfaces.
The system is a closed system.  The data is embedded in a Borland database facility and if exported to other facilities those facilities would require the relevant encryption to decode the data.

11.50
A paper copy of electronic signature against the authorised signature must be maintained.
This is a customer activity

11.70
Electronic signatures must not be able to be falsified
This is a customer activity

Subpart C – Electronic Signatures

11.100
a. Electronic signatures must be unique to one individual
Every configured system user can be issued with a unique user name and password.  It is not necessary for any two users to be issued with a common password, even if they were to share identically authorised levels of access.


b. Electronic signatures must be verified against the genuine signature
This is a customer activity


c. electronic signatures must be identified as legally binding
This is a customer activity

11.200
Electronic signatures must contain two distinct sections

1. User Name

2. Password

And only be used by their genuine owner.
Every configured system user can be issued with a unique user name and password. It is the responsibility of the customer to sustain adequate security to prevent unauthorised use of passwords. A facility for automatic log out of users after a defined time period exists in Pharm Net

11.300
Electronic signatures which meet 11.200 and have two components must also

a.  Be unique

b. Be periodically recalled or revised

c. Managed in such a way as to ensure that loss or compromising of passwords are minimised

d. Be proven to be robust to unauthorised access

e. Swipe card system must be proven to operate for that discrete user.
All passwords can be unique

The system automatically recalls passwords for change at the first usage and after a pre-set number of days (90).  A system flag is generated to remind users that the pre-configured revision date has overrun.

This is a customer activity. A facility for automatic log out of users after a defined time period exists in Pharm View and Pharm Net. 

The security database is stored on a common directory for archiving.

The system can be tested for use of false passwords.  The system will also alert a system administrator that unauthorised access has been attempted (3 trys).

Not applicable
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